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Abstract

This paper examines the potential advantages of a cognitive sensor-to-effector loop (CStEL)?, or
‘cognitive sensor-to-shooter loop’ (CStSL), concept over a non-cognitive one. The concept results
from the author’s research on cognitive radars (CRs) and internet of intelligent things (IolTs). Also
this paper contributes to his current research on cognitive radio network (CRN) in support of
Defence Research and Development Canada (DRDC) science and technology (S&T) outlook to
inform our organisation and the Canadian Department of National Defence (DND) about the
potential operational impact of such technology advances. The envisaged CStEL is assumed to rely
on intelligently internetworked cognitive components such as cognitive lolT ecosystems which
include sensors and effectors such as CR, cognitive electronic warfare (CEW), cognitive weapon
(CW) such as cognitive missile or cognitively optimised directed energy weapon (CODEW) and
CRN. According to literature surveyed, in some instances, CRs may offer improvement (gain) by
one-order of magnitude in timeliness, accuracy and detection range which represents significant
advantages to early adopters. Being at the cusp of practical specialized artificial intelligence (Al) in
small devices which is critical to the CStEL concept, one may hypothesise that such CRs gain could
be attained by CWs and by the cognitively supported decision process of CStEL, thus to expect that
the overall system may offer one-order of magnitude in improved interception rate success (positive
outcomes of engagements). All of this can be seen as a result of significant progress of low power
demand technologies advancing specialized and general Al. This means less human (cognitive)
intervention in the loop for local analytics which ensures speedier CStEL with more useful timely
and actionable information to be shared.

Keywords: cognitive sensor-to-effector loop (CStEL), cognitive sensor-to-shooter loop (CStSL),
Internet of things (loT), cognitive radar, cognitive network, cognitive radio, internet of intelligent
things (lolT), internet of battlespace things (loBT), internet of military things (IoMT), jamming,
artificial intelligence (Al), analytics, track data, emerging technology, efficiency, ‘command, control,
communications, computers, intelligence, surveillance and reconnaissance’ (C4ISR), intercept, missile,
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! This is related to the known ‘sensor-to-shooter loop’ but here we add cognition so it could be labelled as ‘cognitive sensor-
to-shooter loop’ (CStSL). The author selected the word effector to include softkill techniques and evasive defence systems.
[1] P. Labbé, "Model-based Measures for Over-the-horizon Targeting with Improved Sensor-to-shooter Timeliness," in
1999 Command and Control Research and Technology Symposium; Change and Continuity in the Future of Command and
Control, U.S. Naval War College, Rhode Island, 1999, p. 23: Department of Defense Command and Control Research
Program (DoD CCRP).
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1. Introduction

During a literature review of material on cognitive radar (CR) | noted an alternative to the well-
known observe-orient-decide-act (OODA) cybernetic loop used in command and control. In an
article by Guerci [2] on advanced CR an additional step was added for prediction which is also
reported in a Naval Postgraduate School (NPS) report by Camacho et al. [3]: observe-orient-predict-
decide-act (OOPDA) loop. The OOPDA is similar to cybernetic models used by the author [4, 5] in
analysing coalition live and simulated exercises where the decision-making processes at command
centers can be interpreted as a cognitive adaptive-control system including the following activities
(changes in parameters in this kill chain allow to compare legacy systems as sampled to a perfect
one or one with Al, i.e., the ‘cognitive sensor-to-shooter loop’ (CStSL)):

1- monitor the situation;

2- assess the situation and estimate adversarial intent;

3- develop alternative course-of-action (COA);

4- predict their consequences for both sides (own and opposing forces);

5- decide a COA,; and

6- direct its execution while monitoring the evolving situation in the environment (cycle 1 to 6).

Furthermore, the model must interact with external processes and agencies to inform and query,
through direct and remote monitor functions respectively. In such cybernetic models, the decision
making processes recursively steps through a six-stage cycle. By using cybernetic models to
interpret data and information collected during experiments, one can execute and evaluate the stages
through a set of measures of performance (MOPs). Similarly, measures of effectiveness (MOES) can
provide an assessment of the resulting degree of mission accomplishment in scenarios to scale
MOPs relatively to MOEs.

Advances in spectrum efficient, cognitive sensor networks, radio geolocation and energy
conservative cognitive radio networking (CRN) are well documented in the literature including
some work done in support of the Canadian Armed Forces (CAF) [6-16] and one on high frequency
(HF) CR [17]. The media access for non-primary users with optimal spectrum use under low energy
regime is exemplified by the sense and predict strategy documented in [18]. A typical cognitive
sensor-to-effector loop (CStEL) could be built using a communication cloud enhanced by cognitive
components which optimised channel capacities as function of the activity supported such as
orderwire versus high speed data transfer between CRs. The orderwire is a high-priority channel
used to manage network components which usually requires only small amount of data transfer but
highly critical to ensure a dependable service. On the other hand, raw signal data exchange between
two radars for improving track continuity and target detection by correlating multiple signals
requires a high throughput for a large amount of data but could accept sporadic data loss and
interruptions with low impact on the overall performance of the tracked target when using
appropriate processing, prediction and management.

This concept paper will bring some evidences of the potential gain of early adoption of CStEL on
specific decision making outcomes based on previous studies.
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2. Difference between adaptive and cognitive systems

Some of the material regarding adaptive and cognitive electronic systems came from the radio
communication technology:

“Adaptive systems are defined as being capable of modifying their parameters, including frequency
and power, in order to improve the quality of reception. Today, such systems are limited to the
medium and high frequency bands, where propagation conditions vary significantly. Regulatory
provisions applicable to adaptive systems prohibit their operation in the bands used by safety
services, as well as by the radio astronomy, radiodetermination, amateur and broadcasting services.
Further technological developments have increased the capabilities of adaptive systems. Software
plays an important role in this respect, making it possible to analyse the radio environment and
adjust system characteristics to specific operational situations. Such a combination of radio
equipment and software offers new solutions for resolving the problem of frequency congestion and
improves the overall efficiency of spectrum use. With these technological advances, two new

concepts have emerged: software-defined radio and cognitive radio systems®”.

“Software-defined radio is a radio transmitter and/or receiver employing a technology that allows the
RF operating parameters including, but not limited to, frequency range, modulation type, or output
power to be set or altered by software, excluding changes to operating parameters which occur
during the normal pre-installed and predetermined operation of a radio according to a system
specification or standard™”.

“Cognitive radio system is a radio system employing technology that allows the system to obtain
knowledge of its operational and geographical environment, established policies and its internal
state; to dynamically and autonomously adjust its operational parameters and protocols according to
its obtaiQed knowledge in order to achieve predefined objectives; and to learn from the results
obtained™.

These concepts have been generalized to systems and neurology science. Now we talk about a new
unit, like the bit in communications, the cognit [19]. Figure 1 illustrates a possible representation of
a cognitive loop assuming that different types of memory (short and long term) are at play when
exercising cognition. The short term memory captures the changes perceived in the observed
environment. The long one is used in the reasoning to evolve a new pattern or signal to increase the
desired effect or increase an understanding of what happens in the environment.

Haykin [20] stated that: CR “differs from traditional-adaptive radar (TAR) as well as fore-active
radar (FAR) by virtue of the following capability: the development of rules of behaviour in a self-
organized manner through a process called learning from experience that results from
continued interactions with the environment.” This overarching principle of a CR was based on
the ability of bats and dolphins to track and home in on their prey. Long-range detections may
require different strategies or principles than those for home in vision optimisation techniques.

2 https://itunews.itu.int/en/NotePrint.aspx?Note=2076 (Access date: 21 August 2018).
® Source: International Telecommunication Union, report ITU-R SM.2152.
4

Same.
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Figure 1 Generic cognitive cycle also known as the sense-learn-act cycle (modified from Haykin [21]).

In general an adaptive system reacts to the environment using fix predefined algorithms. A cognitive
system in addition can learn from the observed effects from stimulus it designed and generated. It
can create new algorithms based on observations of its manipulation of the environment. Cognitive
systems are proactive (anticipative or predictive) while adaptive ones are responsive (wait that
something happens, they don’t probe the environment to see what happens if...).

3. Background, kill chain and CStSL terminology

Here are some excerpts from a NPS report on the subject of accelerating the sensor-to-shooter Kkill
chain [3]: “The kill chain functions were represented in the simulation in the context of the higher-
level aggregation of the OODA loop. Uncertainty was represented by statistical distributions of
stressor threat inter-arrival and service times that provides predictive forecasting through statistical
inference, which was absent from the conventional OODA loop...To reflect uncertainty in the C2
response, the OODA loop needs a prediction function inserted into a revised Observe-Orient-
Predict-Decide-Act (OOPDA) loop”[3]. “The measures of performance used in the simulation were
the means of the following: the number of IA [information assurance]® attacks; the number of
electronic countermeasures softkills; the number of threat missiles killed by interceptor missiles; the
number of re-engagements; and the number of leakers”[3].

“An effective CMD [Cruise Missile Defense] system design requires the achievement of the smallest
possible reaction time from threat detection to weapons firing. FORCEnet® and OA [Open
Architecture] will expedite data flow due to support common services and reduce human interaction
in the kill chain. The sensor-to-shooter kill chain can be hastened by introducing automated
processes and computational intelligence, using fuzzy logic and neural networks, which in turn will
curtail time lost due to organic intervention. Unfortunately, the neural network technology is not

> Texts in square brackets are added information to cited texts.

® FORCERnet is the operational construct and architectural framework for Naval Warfare in the Information Age which
integrates warriors, sensors, networks, command and control, platforms and weapons into a networked, distributed combat
force, scalable across the spectrum of conflict from seabed to space and sea to land.
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sufficiently mature, but recent research and development with neural networks show promise for the
design as well as other adaptive technologies, which can increase system automation and reduce
reaction time”[3].

Now a decade later, as mentioned in [22], it appears that we might be at the cusp of practical
specialized artificial intelligence (Al) in small devices which is critical to the CStEL concept. The
CStEL concept offers a vision of future real-time information systems tailored to command, control,
communications, computers, intelligence, surveillance, and reconnaissance (C4ISR) system
requirements. Future C4ISR will heavily rely on a large number of generic and specialized internet
of intelligent things (lolT) providing some cognitive ability and enhanced agility [23] in complex
scenarios.

“The PEO IWS [Program Executive Office of Integrated Warfare Systems] architecture simulation
results were the control group in both the raid and the stream cases. The simulation revealed that
there was no silver bullet and architecture changes alone will not solve the Navy’s ability to counter
stressing CMD threats. ASCM’s [Anti-Ship Cruise Missile] successfully perforated the defensive
layers resulting in leakers in both attack scenarios. Nonetheless, the simulation revealed that the
proposed architecture delivered a statistically significant performance improvement compared to
PEO IWS’s OA functional domain model. Thus, the authors conclude that the proposed architecture
should include a re-engagement loop and retain the human in the decide function of the OODA
loop”[3].

Again a decade later, one may suggest to use a supervised Al instead of a full-time human in decide
cognitive function.

“Situation prediction is an extrapolation of the analyses to a future point in time. It is the projection
of the current situation, which is developed by the various situation assessment and evaluation
functional sets, into the future [24]. The purpose of situation prediction is to estimate the enemy
course of action (COA) and potential impact of the battleforce’s planned actions, to predict real-
time, near real-time, and non-real-time operational situations.” In the development of the model-
based-measure (MBM) the notion of predicted position was associated with physics-aware dead
reckoning model implemented in Newtonian mechanics [25].

In addition to the main components of CStSL such as CRs one must recognise a large variety of low
cost entities, the Internet of Things (IoTs) and Internet of Intelligent Things (IolTs) [22], with self-
configuring, adaptive and complex network that interconnects through the use of standard
communication protocols. The interconnected things have physical or virtual representation in the
digital world, sensing/actuation capability, a programmability feature and are uniquely identifiable.
In public security and military scenarios the ubiquitous connectivity cannot be always achievable.
This is a significant issue that needs to be addressed for such applications. The evolution of 10T
technologies and applications drove specific specialisation and generalisation. For example internet
of everything (IoE)’ is considered a superset of 10T and machine-to-machine (M2M) communication
without human interventions is considered a subset of 10T. Examples of specialised 10T includes:
internet of military things (IloMT) [26-29], internet of battle things (IoBT) [8, 30-37] and IoIT [38-
40]. lolTs are more capable and autonomous things, adding artificial intelligence (Al) and some

" https://www.iottechexpo.com/2016/01/m2m/ioe-vs-iot-vs-m2m-whats-the-difference-and-does-it-matter/ (Access date: 20
April 2017).
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capabilities of acting without human interventions, so they may have some cognitivity capability.
Other authors document tools and prototypes to explore novel ways for human-computer interaction
(HCI) with 1oT [41]. Some 10T technologies offer better cyber, hacking and security protections due
to economic and secrecy of their business, industrial internet of things (1loT) [42-47]. In fact [48]
extends IloT technologies to public safety and defence.

Adding Al to intelligent communication networks contributes to their adoption in fields like
healthcare, military or prediction of seismic activity in volcanoes [40]. Distributed intelligence adds
benefits such as no single point of failure, provides local users with more real-time information and
reduces load and traffic to centralized computing. The centralized system helps providing global
contexts to local computing which contributes to the coherence of local awareness pictures to a
common operating picture (COP) without reducing significantly the timeliness of the local picture.

3.1 Specialized artificial intelligence

Several success stories about Al capabilities have been reported over the last decade including
studies on the implications of specialized Al [49-54]. For example, once deeply trained at
recognising indicators of a type of cancers from a representative imaging data set, a specialized Al
demonstrated its abilities to assess large number of such cancers from other imaging data sets that
included some imaging data without this type of cancers with no false detections. Then the Al
system was able to find cases of the same type of cancer that were not detected by
specialists/experts. However it appears that deep learning neural networks and other Al approaches
were using large computing capabilities. Currently this is changing according to an IEEE Spectrum
post by Katherine Bourzac [55] since engineers are developing specialized hardware for energy-
efficient Al. These will be timely addition to the world of lolTs. Then Bourzac added [55]:
“Compared to other algorithms, neural networks require frequent fetching of data; shortening the
distance this data has to travel saves energy. Guiseppi Desoli, a researcher at STM’s Cornaredo,
Italy, outpost, presented a neural network processor that can perform 2.9 trillion operations per
second (teraops, 10*%) per watt.” Not sufficient yet since this means only an hour on a smart phone
battery: “only a few teraops per watt”.

4, Effectors

As explained in the footnote to the abstract, effector was selected instead of weapon to expand the
system beyond hardkill to include softkill interventions such as electronic countermeasures (ECM),
jamming, electronic warfare (EW) and its cognitive version CEW [56-60]. Then the defence system
could demonstrate its electronic combat effectiveness with an EW softkill as simulated in [3]. For
hardkill and softkill, predicting outcomes against threat targets requires comparing COAs and their
time lines. Most of the times there are no silver bullets against threats and alternative actions need to
be pre-planned. Fleetingness, the fact that actions happen over a very short time, requires
anticipating that one countermeasure or missile interception may fail. Using some prediction
techniques helps to build the sequence of actions required to attain a high degree of confidence of
successfully intercepting the threatening target(s).

If the effector is a hardkill type like a missile with specific characteristics (cognitive or not) for
successfully homing in on a target, then these characteristics specify the minimum track quality for
valid engagement. In the case of smarter missile with some cognitivity and autonomy, that would be
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different and difficult to predict the outcomes. Another aspect is the railgun. A US Navy projected
64 MJ railgun may require 16 MW for 6 MA peak at a shooting pace of 6 shots per minute with a
maximum range of 350 km. Such railgun would shoot 10 times further than normal ship mounted
guns (a definite advantage in combat) and save a lot of money (improving sustainability) for its
operation per shot compared to current guns + ammunitions and missiles.

Laser type of effectors usually need more time to lock on a target due to their narrow beam but their
time to reach the target is almost immediate compare to a missile. Jammers, EW and cognitive EW
(CEW) offer similar performances at the speed of light [24, 56-60] but don’t need to lock on a target
so they offer immediate effect or distraction.

4.1 Directed energy weapon (excerpted from [61])

Directed energy weapon (DEW) technologies (these include technologies such as: high energy laser
(HEL), radio frequency (RF) DEWSs, and relativistic particle beams (RPBs) and high power
microwave (HPM)) require usually large and heavy high power sources although technologies
advanced made them more deployable. However, such electricity demand still represents a major
challenge to accommaodate, especially on legacy platforms. Various types of DEWSs are currently in
deployment phases for air, land and naval platforms with a large variety of electrical energy
demands. Figure 2 shows that the pulse power depends on type of targets, use and range.

w High power lasers: Application vs laser power
w Plus an hypothetical HPM radiating 500 MW

C-satellite

C-missile
C-RAM
C-UAV
C-ISR

DIRCM HPM C-corpputers,
C-IED radios, vehicles and
Ocular C-UXO command centers

Dazzling : | | | | | |
I I 1 1 1 I | | )

1w 10w 100 W 1 kW 10 kw 100 kW 1MW 1GW

DIRCM: Directional InfraRed Countermeasures; ISR: Intelligence, Surveillance, Reconnaissance;
UAV: Unmanned Aerial Vehicles; RAM: Rockets, Artillery, Mortars;
IED: Improvised Explosive Devices; UXO: Unexploded Ordnance

Figure 2 Typical radiating power required for specific counter attack (adapted from [62]).

For an hypothetical HPM [63], the authors assume an efficiency similar to radar technologies, i.e.,
17% of the input power results in radiating power. They consider that 3.7 GW of input power is
required to deliver, at a range of 10 km, a power flux of 10 kW/m? on a 30 mrad spot size of 300 m.
References [64, 65] provide information on damage level of DEWs.

It is critical to recognise that these technologies, directed energy weapons, are power hungry while
persistent surveillance and C4ISR ones are energy hungry.
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4.2 Jammer

Typical jammer capabilities from Figure 3 allow devising an even better jammer strategy by
deducing the type of protocol and error correction capabilities of the communication to disturb, this
is protocol jamming. Reading reference [66], we find that the authors’ intent of the jamming
taxonomy paper is “to help researchers place newly discovered jamming or anti-jamming strategies
within a larger context of known strategies in a way that is consistent with modern electronic
warfare.” The authors refer to the Common Attack Pattern Enumeration and Classification
(CAPEC)® which “is a catalog and taxonomy of cyber-attack patterns, created to assist in the
building of secure software. Each attack pattern provides a challenge that the attacker must
overcome, common methods used to overcome that challenge, and recommended methods for
mitigating the attack.” For example, performance improvements in terms of energy efficiency, data
streaming speed and accuracy require using system and network self-awareness at various layer
levels of the 10T stack [67-73] in order to counter interference or jamming, These networks may
share quality of service (QOS) information about the receiving spectrum as seen by the wideband
front end of their SDR from each participant location.

A jammer can have one or more of the following major capabilities: time correlated, protocol-aware,
ability to learn and signal spoofing.

When a jammer has no knowledge of the protocol to be defeated, it may use digital radio frequency
memory (DRFM) jamming (a.k.a. repeater jamming or follower jamming) in the simplest form of
correlated jamming. Also it can estimate the automatic gain control (AGC) time constant of the
receiver to be jammed.

Communications Jamming

(B arrage - Partial-B rmh
Jamming Jamming

Equnalization
Jamming

pfing
Syne.
Spoofing

Repeater
Jamiming

AGC
Jamming

Figure 3: Specific jamming techniques discussed in literature, mapped according to key jammer
capabilities (Illustration from [66])°.

More information about radio communication jamming and network security could be found in [66,
74]. In addition we have to consider the significant research and findings on self-healing networks
and sensor networks [13, 15, 32, 74-82] which offer an adaptive approach to counter jamming,
adverse propagation, interferences and noise.

® https://capec.mitre.org (Access date: 22 April 2017).
° With the permission from the authors; Labbé-Lichtman, 3 April 2017.
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Next we have to consider the information security (INFOSEC) and communication security
(COMSEC) aspects assuming that attacks are within the internetworking. In such cases encryption,
randomization and utilisation of blockchain should be sufficient to protect the information. Also this
creates a big challenge in managing crypto keys over a large number of 10ITs via wireless links [83-
85]. Other studies show techniques to increase security at the physical layer (PHYLAW) [47, 86-88].

5. Wireless technologies

Under the hood of the radios of some advanced IoT hardware platforms one finds technologies
developed for defence such as software defined radios (SDRs) which evolved under the US
Department of Defense (DoD) Joint Tactical Radio System (JTRS) program®®. Silicon industry, e.g.,
National Instruments (N1)'* (Figure 4), looks beyond today best SDR solutions which evolved from
field programmable gate-array (FPGA), radio frequency integrated circuit (RFIC) and digital signal
processing (DSP) devices in support of military communications (MILCOM), electronic warfare,
signals intelligence (SIGINT) and Fourth Generation (4G) phones. Future technologies integrating
analog with digital circuits will support IoT and Fifth Generation (5G) smart phones, and other
systems yet to be defined.

3d Generation 4" Generation

4G Handsets
Market Ripple

204 Generation

&
/\p 4G Infrastructure

/A

MILCOM |
Market Ripple

=,

1%t Generation

Volume

Figure 4 Successive generations of software defined radios have come to dominate the radio industry
and will continue to evolve'.

1% JTRS was a family of software-defined radios that were to work with many existing military and civilian radios. It
included integrated encryption and Wideband Networking Software to create mobile ad hoc networks (MANETS).
1 http://www.ni.com/white-paper/53706/en/ (Access date: 11 April 2017).

12 http://www.ni.com/white-paper/53706/en/ (Access date: 11 April 2017). NI copyright permission duly signed on 24 April
2017 for Paul labbé to use this illustration.
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6. Example of a cognitive socio-sensing system

In this example from a 2018 IEEE Communication Magazine paper by Ding et al. [89], the authors
describe an amateur drone surveillance system using cognitive loITs. This paper relates to CStEL in
demonstrating cognitive interactions between sensors, weapons/effectors, drones and people jointly
contributing to a crowd based surveillance system. The system of Figure 5 manages information

such as localisation, control and tracking by generating sequences of location coordinates for
identified targets in a context-aware manner.

Physical Environment

Physical World (Amateur drones, authorized drones, birds. ...)

Sensing
(Sensors. radars, cameras,
smartphone ...)

Decision-Making
(Control. jamming. ...)

Cyber World

Learning-by-
Understanding

semantic Derivation an
Knowledge Discovery
(Context. association analysis.
outlier analysis...)

Data Analytics
(Data fusion and intruder detection.
localization. tracking)

¥
Social World

Social Networks
(Crowd of people, crowd sensing, incentive
mechanism, data quality control, ...) -

—

Figure 5 Functional diagram of a cognitively networked amateur drone surveillance system®®,

This system bridges a physical world (physical/virtual things, amateur drones, authorized drones,
birds...) and social world (human demand, social behavior...) together as one entity: an intelligent
amateur drone surveillance system. It is centered on a synthetic methodology learning-by
understanding approach. Its four cognitive tasks are:

1- sensing;

2- data analytics;

3- semantic derivation and knowledge discovery, and;
4- intelligent decision-making.

The system can detect, jam, capture or destroy targets.

3 With the permission from the authors; Labbé-Ding, 31 July 2018.
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7. What happens when human interventions are mainly executed by Al?

When running the MBM cybernetic models over data collected from a large number of trials, we
obtain Figure 6 graph relating interception success rate as function of system time delay and track
data accuracy. From these trials the main delay was due to the human in the loop and procedures. So
if Al is used to accelerate the human process in the loop, the resulting graph shows a steep
improvement towards the maximum attainable for a given sensor or track data accuracy.

%
success rate 7
high
max.
low & 1/CUA
| _— accuracy
Cally  age/time min.

late

Figure 6 Potential mission success rate as function of input information age and accuracy (inverse of
circular uncertainty area, CUA) for a fixed effectors' strategy [4].

Figure 7 illustrates the potential effect of effector broadness (effector’s strategy or weapon
uncertainty area (WUA)) on interception success rate. If extremely narrow like a laser, the effector
will have to lock on the target by searching within the CUA [5].

success rate

o
£

early

ageltime

effector’s strategy

late broad

Figure 7 Interception success rate as function of input data timeliness (across available track data
accuracy) and effector broadness.
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7.1 Cognitive radar (CR) advantage

In the unclassified domain one can find several CR test results from simulations and a few
experiments in real environment scenes. In general, the results obtained show significant
improvements in all the parameters that radars can provide on a target such as speed, acceleration,
distance, altitude and jet engine modulation, and earlier target detection [90]. In most operational
scenarios, providing earlier detection time is critical. Some of the reported results showed one order
of magnitude better than without the advanced signal processing of CR (performance metric [20] in
simulations) or 10 to 15 dB signal-to-interference ratio (SINR) for ground-moving-target indicator
(GMTI) improvement against non-homogenous clutter in a real environment using a CoFAR [2].

Figure 8 shows the advantage CR over TAR when using the same signal processing technique, the
Cubature Kalman filter (CKF) [91]. The root-mean-square error (RMSE) of the velocity reaches low
value much more rapidly for CR than TAR. To reach an RMSE velocity error of about 7.5 m/s CR
took 0.17 s and TAR 2.4 s, so more than an order of magnitude faster.

70 T T T

! T

RMSE: Vel {m/s)

GD ois ‘I 1i5 ; 2}5 ; 35 4 45 5
Figure 8 RMSE of Velocity for perception action cycle (PAC)'* and TAR where both are
implemented with CKF*,

Similar results are provided by Haykin [20, 21, 92-102] that demonstrate improvement in earlier
detection of targets with low signal to noise in addition to more precision of the parameters
(position, speed, acceleration, bearing, and altitude). Such advantage also leads to earlier prediction
of the target intent or allegiance (friend, foe, neutral or civilian).

According to several references on cognitive SONAR (originally an acronym for SOund Navigation
And Ranging) [103-106], cognitive technology and associated signal processing and pattern recognition
have already proven to be advantageous in underwater operations. Similarly cognitive LiDAR (Light
Detection and Ranging) [107-109] provides accurate representations of the environment as applied to
autonomous cars.

1 As for a CR.
> With the permission of the authors (10 May 2018 email Labbé-Sarraf).
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The development of CR technologies forced an acceleration of cognitive EW technology [56-60] since most
traditional EW would not be able to effectively counter the nimble and unpredictable wave patterns of agile
CRs. This is claimed to be one of the advantages of advanced fighter aircraft operational systems such as for the
F-35 Lightning.

8. Conclusion

From the NPS report by Camacho et al. one observes that complementing or replacing some of the
human cognitive tasks in senor-to-shooter loops by competent cognition able Al or expert systems,
with or without human supervision, a substantial gain in the CStEL (kill chain) is to be expected. In
addition by using cognitive sensors, networks and effectors, e.g., CR, CRN and CEW, one expects
to see not only cumulative effects of these cognitive components but likely some multiplicative
impacts on successful identification tasks, COAs and interceptions. CStEL is accelerating mission
effectiveness in complex situations. Furthermore, the author [1] founded similar results using
MBMs for over-the-horizon-targeting (OTHT) experiments in estimating the potential gain of
sensor-to-weapon loop when accelerating the intervening cognitive human tasks.

Consequently this concept paper shows some evidences (NPS report [3], MBM [1, 4, 5], and CR
[20, 21, 90-102]) of the potential gain of CStEL for specific decision making outcomes as from
MBM studies of C4ISR system performance during preparedness exercises such as RIMPAC™.

9. Recommendations

The proposed CStEL concept needs to be evolved in collaboration with experts in several domains
and importantly with the communities of end users in order to develop sufficient trust in such
cognitive system to use it in operational theaters. In reference [110] they study autonomous weapon
systems in terms of learning capabilities from basic machine learning (ML) to learning autonomy.
There are other issues such as ethic and accountability of actions for all rules of engagement (ROE).

Decisions errors during autonomous car trials confirm that the evolution of cognitive systems toward
trustable Al entities could take more time than what was expected by some of their proponents. This
is well documented in the Cutter Business Technology Journal 2018 article by Siau and Wang [111].
There is also a potential susceptibility to cyber-attack which 1oIT could mitigate as reported in [22].
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