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Summary

e Digital information sharing in ad hoc civil-military teams is crucial for success in current and
future missions.

e This is hampered by current security policies and security mechanisms and will not be solved
by NATO’s Federated Mission Network (FMN) in the near future.

e TNO is working on a concept in which civil-military information sharing for adhoc teams that
addresses this issue in a quick, user-friendly and technically feasible way.

Issue

The Defense organization increasingly cooperates with other nationalities, local authorities, non-
governmental organizations and private parties, often ad hoc, if a crisis situation demands and for a
short period. As with the military, the work of these parties is highly computerized and digitized. In
practice, digital collaboration and information sharing do not match each other. The way of working
together, coordinating, communicating and sharing information with unexpected, deviant and
unknown parties is difficult. (Rudack, 2016) This manifests itself in different ways. For example in the
mismatch between information demand and supply in the context of collaboration. (Goldenberg,
2017)

Information management in federations where parties work together, coordinate and communicate
is challenging and it is difficult to manage the desired information flows. The digital collaboration
channels or integrating environments for collaboration and information sharing also do not fit well
and cannot be configured in a flexible way. (Soeters, 2017)

Policies and mechanisms for access to collaboration channels and information release limit
information sharing. The result is that cooperation, coordination and communication is not carried
out, too late, or limited or unsafe. This costs the decision-making, execution and effectiveness of
missions and at the expense of the trust of partners in defense. (Goldenberg, 2017)

Concept outline

To effectively act and collaborate in ad hoc partnerships, TNO has developed the Federated
Information Release Module (FIRM) concept which describes systems and processes for future
federated digital collaboration. The goal of FIRM is to enable digital collaboration and fast information
exchange between military parties and civil parties in ad hoc situations. More specifically, FIRM
consists of three lines of development.

1. Matching information demand and supply and managing information flows
Currently, the digitization of society and the further increase in sensors implies that the amount of
digital information available will significantly increase in the coming years. A challenge therefore lies
in bringing together supply and demand of information and making the right information available to
the user. (Suzic, 2016) With FIRM, we aim to bring together supply and demand of information via a
personal information profile. The personal information profile represents the information needs and
information ‘offers’ of a user. Based on this information, search and matching algorithms, information



production and consumption from users can then be brought together. Furthermore, the personal
information profiles helps to enable that information flows can be logged, monitored and, where
necessary, adjusted by means of additional management tools. That way, users and information
managers have insight into information flows and can optimize these where necessary. This helps to
ensure that the information relevant to the user is made available automatically and in the correct
form.
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Fig 01: overview between produced information and consumed information with in adhoc team
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Fig 02: detailed overview of information mis matches

2. Setting up digital collaboration environments
Currently, a wide variety of digital tools and collaboration environments are available. These are often
not interoperable (Reliefweb, Google Drive, Titan, Extranet, Sharepoint, etc) and standard gateways,
templates and processes are unavailable. (Rudac, 2016) Setting up and configuring such environments
for civil-military collaboration is labor-intensive. (Suzic et al., 2016) FIRM therefore aims to address
this issue by standardizing tooling for federative digital collaboration between civil and military
parties.

Open, federated collaboration platform managed by a (set of) trusted parties, in which universal
internet standards can be used to easily connect new parties, while metadata is generated so that
information is easy to find. In FIRM, data and metadata are separated to enable documents to be
found based on metadata labels, while data itself does not have to be shared with the platform. In
addition, meta data labels help to determine the exact value of information for other users. That way,



demand and supply of information can be easily matched with the help of user profiles that are built
using semi-automatic metadata. (Domingo, 2015)
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Fig 03: overview of FIRM setup

3. Safe sharing of information

Currently, existing security policies hamper digital sharing of classified information. To be able to share
this information, the classification will need to be adjusted, or an expanded check must take place of
the person with whom information is shared. As a result, the emphasis is on securing information and
less on sharing information. (Dos Santos et al., 2016) To address this issue, FIRM aims to tackle this
issue by setting up processes and systems, in which a balance is sought between the risks and the
benefits of information sharing. In this risk adaptive access control (RADAC) approach, a balance is
sought between the risks, but also taking account of the operational benefits of sharing information.
(Atlam et al., 2018) By automating this metric in a way that a security officer/release officer can tailor
these settings to the operational context, systems help the user to provide insight into these risks and
benefits. That way, the user can share information securely digitally in a simple way. No complex
procedures have to be followed.
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Fig 04: Example interface for release officer
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Fig 05: Example interface for users with different trust levels

4. Secure networking of networks and systems
Currently, security policy does not allow the linking of the classified military networks with the mostly
unclassified civilian networks. Furthermore, available gateways offer limited functionality and the
release of information through such gateways is a complex and labor-intensive process. (Arnold, 2016)
FIRM aims to address this issue by designing information gateways that do not give permission to
share information at network level, but at application and data level. (Lubkovski et al., 2015) When
data sets are properly labeled and indexed, a more fine grained release mechanism becomes available
that can use properly secured and encrypted connections. As a result, networks and systems can be
linked easily, safely and quickly. Sharing information from a classified environment becomes possible.

Conclusion

In a future mission environment in which adhoc civ-military teams need to increasingly work together,
new solutions are needed to close the gap between current stovepiped digital systems. The proposed
FIRM concept aims to address this issue by integrating different research strand into a single solution:

Matching information demand and supply
Setting up digital collaboration environments
Safe sharing of information

Secure networking of networks and systems

PWONPE

To ensure proper functioning of FIRM, a future prototype needs to be able to extract (meta) data from
multiple networks and data sources. We therefore propose a more fine grained access control
mechanism (RADAC) in combination with dynamic information management methods in which the
information/security manager manages the FIRM gateway and can actually train the computer in
release decisions. A prototype release gateway (TRL 3-4) which combines all four research strands is
currently being developed.



Future research
When designing a such a prototype mechanism, we expect a number of challenges to come forward.

1. Connecting to restricted Defense networks. Development of Information Clearing House may
help here. Security policies should be reviewed.

2. Labelling of data. To make this concept work data elements should be labelled with metadata.
This requires discipline. This may be partly automated in the future.

3. Interoperability on application level. Civil and military partners use different applications and
different standards. Aim for most used applications and standards.

The authors are open for incorporating prototype ideas and solutions into field tests.
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