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Agility, Responsiveness, Resilience 

- detect change 

- decide on action 

- execute action 

- achieve desired result 

Agility 

Versatility 

Flexibility 

Innovativeness 

Adaptability 

= 

Responsiveness + Resilience + 

Ability to… 

- plan & prepare 

- absorb 

- recover 

- adapt 

… to actual or potential 

adverse events  
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Resilience v. Agility 

 

 

▪ RESILIENCE – focus on reaction to adverse event 

 

 

▪AGILITY – focus on reaction to adverse or beneficial event 
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Global Risks: World Econ. Forum 2014 

Cyber – Largest  

Technology Risk 
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Risk and Resilience: Political 

Importance and Challenge  
Executive Order:  

"resilience" means the ability 

to anticipate, prepare for, and 

adapt to changing conditions 

and withstand, respond to, and 

recover rapidly from 

disruptions.  

From Walsh, 2011 
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Summary 

▪ Problem: Complex Threat Space, traditional risk-based 

approaches do not work 

► Cyber 

► Natural disaster 

► Political crises 

▪ Solution: Moving from Risk to Resilience using Network 

Science 

▪ NCO  

► Major influence on military 

► used by government and industry (e.g., Boeing) 

▪ Needs 

► Define resilience 

► Integrate NCO and Resilience Assessment and Management 
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Risk Assessment Formulation 

Example: 

IPCC 
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Resilience Formulation 
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Resilience vs. Risk 

Resilience- Dynamic 

property of the system 

 

 

Risk- Probability of a 

component failure 

* I. Linkov et al. (2014), Changing the resilience paradigm, Nature 

Climate Change 4, 407–409 
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Linkov et al., 2014 

Assessing Resilience vs. Risk: Top-

Down and Bottom-Up 
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Linking with NCO 

NCO is a complex 

interdependent 

system. 

 

Each layer of the 

system can be seen 

as a single network. 

 

Each network is 

dependent upon the 

other networks. 

The systems that provide critical functions exist 

within and across these four connected domains! 
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Comparison 
To Plan/Prepare, 

one must decide 

and act 

Post-event actions include multiple 

alternatives that allow the system to 

absorb, recover, and/or adapt 

This requires 

effective decision 

making! 
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Resilience Matrix Approach 
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Assessment using Decision Analysis 

Use developed resilience metrics to 

comparatively assess the costs and 

benefits of different courses of action  
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Defining Resilience through Network 

Science: Multi-Domain Networks 
 

 

Domains are networks and 

interdependency among 

individual layers and 

components needs to be 

accounted for. 

Copyright: AcqNotes 2014 
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Proposed Approach: Domain Mapping 
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Approach to Quantifying Resilience 
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Goal: To Apply Resilience Model 

Across Multiple Case Studies 

US Commuter Network 
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Previous NCO Studies - Dynamic 

Network Structure 

Architectural Model 

Decision 

Strategy 

Model 

Clark, Ronald. “Implementing An Integrated 

Network Defense Construct.” The 18th ICCRTS, 

Alexandria Virginia, June 19-21, 2013. Ed. CCRP. 

Presentation. 

 

The goal was to apply 

lessons learned from US 

air defense structure to 

create a more dynamic 

and agile network defense 

system. 

 
It was found that a safer, 

more dynamic network 

can be realized through a 

collaborative environment 

and a meshed operational 

network structure. 
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Agility, Responsiveness, Resilience 

- detect change 

- decide on action 

- execute action 

- achieve desired result 

Agility 

Versatility 

Flexibility 

Innovativeness 

Adaptability 

= 

Responsiveness + Resilience + 

Ability to… 

- plan & prepare 

- absorb 

- recover 

- adapt 

… to actual or potential 

adverse events  
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Resilience v. Agility 

 

 

▪ RESILIENCE – focus on reaction to adverse event 

 

 

▪AGILITY – focus on reaction to adverse or beneficial event 
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Extensions – Adaptive Management 

Adaptively 

update 

courses of 

action as 

new 

information 

becomes 

available – 

feed back 

into decision 

model 



Innovative solutions for a safer, better world BUILDING STRONG® 

Conclusions 

▪ Resilience requires formalized decision making 

▪ Resilience metrics must be developed for each 

problem context 

▪ Resilience is a critical component of agility 

▪ Structured tools are necessary for facilitating 

agile & resilient decision making 

▪ … there is more research to be done  



Innovative solutions for a safer, better world BUILDING STRONG® 

Contact Information 

Dr. Igor Linkov 

US Army Engineer Research and Development 

Center  

Igor.Linkov@usace.army.mil 

617-233-9868 
 

mailto:Igor.Linkov@usace.army.mil


Innovative solutions for a safer, better world BUILDING STRONG® 

Previous NCO Studies - Edge vs 

Functional Teams 

Findings: 

Functional teams adapt better to sudden and surprising events. 

Edge teams are more efficient in optimal environments. 

Jobidon, Marie-Eve. “Adaptability in Crisis Management: The Role of Organizational Structure.” The 18th 

ICCRTS, Alexandria Virginia, June 19-21, 2013. Ed. CCRP. Presentation. 

 


