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Abstract 

 

At some point, every insurgency campaign reaches a binary state from which they will 

either enter legitimacy as a true state power or die as another failed attempt to radicalize a large 

population. A place of sanctuary and the ability to mass serve as the fulcrum at this critical 

juncture. Without the ability to disseminate information on a wide scale and establish viable 

leadership at large gatherings, an informed and united coalition is not possible. In the same vein, 

having a place of sanctuary enables the group to focus efforts on a common goal. The rapid rise 

of social media as a universal adhesive for groups centers around the fact that it address both of 

these needs with no cost of establishment; however, the use of this space is plagued by a 

significant fault: anonymity. Allied forces must introduce uncertainty into this lexicon of online 

authority. Once the identity of the individual behind a username is in question, the core strength 

of this space as a means of command and control for insurgency groups will falter.  

When addressed early on in the growth of the regime, allied militaries can disassemble 

the social media C2 structure by leveraging misattribution to establish a facade of legitimacy. 

The use of Open Source Intelligence (OSINT) offers a means by which to accomplish this goal, 

while also delivering actionable intelligence in the process to combat current, kinetic insurgency 

operations. This paper is a theoretical representation on action that can be taken after identifying 

targets and recognizing prerequisite conditions within a social media C2 complex, based on work 

done in analyzing the ISIS C2 system by the White Canvas Group in a Cyber Advanced Support 

Operation in summer 2014. 

 

 



 

Introduction 

 

 In the case of ISIS, legitimacy is a cancerous problem. Due to its strong online presence, 

almost any Twitter or Facebook account that uses a name associated with ISIS/ISIL gains 

thousands followers overnight. From this point, the more radicalized the content posted on the 

page the more attention it will garner.  While the content on these pages can range from brutal 

beheadings to sympathy propaganda of ISIS fighters nurturing stray cats, only a select few of the 

pages come from official ISIS sources. For better or worse, this carries little weight in the 

resulting perception by the international community. Hyper-extreme posts on these ISIS accounts 

offer inconsequential physical impact to the overall movement, yet they each offer an attack 

vector.  

By simply choosing a name associated with the insurgency, friendly assets can 

immediately gain a perceived legitimacy in an anonymous realm. From here, offensive 

capabilities are limited only by creativity. By leveraging this uncertainty, US forces can 

incapacitate the command and control capabilities of this space and force combatants to return to 

the physical domain.  This paper will identify the use of Social Media (SM) as both an 

intelligence gathering method, as well as an offensive form of Military Information Support 

Operations (MISO). 

 

 

 

 



Section I - Mission Oversight and Intelligence Gathering 

 

 Before any operation, it is imperative that an intelligence profile be built of the area in 

order to appropriately assess the mission requirements. In addition to information regarding 

weather, terrain, and opposing forces, a critical element remains in understanding the role that 

the operational group plays within an existing mission construct. This includes understanding not 

only the group’s capabilities, but also those of the units they operate with jointly, and the socio-

political atmosphere of the area of operations. According to the 96-hour mission planning 

process for US Army Special Forces
1
, the special forces detachment should “continue area study 

and perform IPB
2
 of the assigned AO” and “request and receive specialized mission-peculiar 

materiel” leading up to the execution of the mission
3
. One method to gather the required 

information of the AOI is through the use of social media and open source intelligence.  

 The capacity of social media to generate an intelligence profile for an area of operations 

is not to be underestimated. Unlike traditional signals intelligence, social media offers a broad 

view of the general sentiment of a region, as well as the public opinion of respected political and 

celebrity personalities. Mobile technology has taken this to a new level; continual connectivity 

promotes more interaction online, which in turn provides massive amounts of open, 

unadulterated data on behavior, preferences, and location. Even simple cell-phone pictures 

posted to Twitter carry a large amount of data about how, when, and with what that photo was 
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taken. To a skilled collector, this information could potentially justify a direct action mission 

against an enemy
4
. 

 Using social media networks like Twitter and Facebook, it would be a simple process to 

establish an online “baseline” which could be referenced to help understand a situation as it is 

unfolding, or to check and see what kind of impact a mission may or may not have had in a 

region. The attacks on the American Embassy in Benghazi provide a tragic illustration of the 

implications of failing to assess open source intelligence sources. The U.S. Senate Select 

Committee on Intelligence Review on the September 11, 2012
5
 terrorist attacks addressed this 

very issue, stating that “the [Intelligence Community] should expand its capabilities to conduct 

analysis of open source information including extremist-affiliated social media particularly in 

areas where it is hard to develop human intelligence or there has been recent political upheaval.” 

The review concludes that “Analysis of extremist-affiliated social media should be more clearly 

integrated into analytic products, when appropriate” (25). This was the resulting 

recommendation after the committee found that the intelligence community failed to recognize 

potentially volatile, threatening conditions to the facility that were present on social media and 

other web sites. 

 In addition to supplementary intelligence preparation of an area of operations, social 

media can also offer us insight into the thinking and proceedings of an enemy force during a 

mission, as well as offer additional real-time information regarding operations -- both friendly 

and foe. With over 10 million tweets coming out of the Middle East every day and over 88% of 

the online population using their social media platforms daily, it would not be difficult to 
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conceptualize a cyber-bread-crumb trail by amassing Twitter, Instagram, and Facebook posts by 

suspected combatants
6
. On the other hand, social media can just be used as an extra set of eyes 

on a geographical area during the operation.  

The Osama Bin Laden raid was a direct action mission that was undertaken by some of 

the most elite operators of our military’s Joint Special Operations Command. Despite utilizing 

stealth helicopters and gear to keep the operation clouded in secrecy, their every move was 

played out on Twitter for anyone and everyone to see. Sohaib Athar, a resident of Abbottabad, 

nearly 4 years ago logged onto his Twitter account as he heard helicopters circling overhead in 

the early hours of the day. He continued to tweet throughout the entire operation, maintaining a 

dialogue with his friends on Twitter. Athar persisted, tweeting the location of the Abbottabad 

crash, as well as his predictions for the outcome of that strange night in Pakistan
7
.  Although for 

the purposes of this paper we will discuss the collection of information by US forces, it is clearly 

illustrated that the power of observation manifested through social media can yield large 

intelligence benefits, including but certainly not limited to enemy troop movement and 

responses.  

 Once a substantial amount of intelligence is gathered pertaining to the command and 

control structure and leadership of the enemy, a plan to degrade and destroy the C2 construct 

should be formed, taking in to account the heavy reliance on social media as the medium by 

which an increasing percentage of insurgency groups (namely ISIS) have grown around. This 

reliance on social networks for information distribution has its inherent vulnerabilities as it was 

not necessarily designed to be implemented as a logistical and organizational system. 
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Section II - Weaponization and Offensive Operations against a SM C2 Structure 

 

 In order to facilitate offensive effects in any facet of the cyber domain, it is critical to 

identify the target networks and online entities (possibly associated real-world personalities). 

Modern social networking sites allow analysts to quickly narrow the scope in order to create a 

tailored search for any operation. There are three levels to target identification: Topical, 

Geographical, and Targeted. Topical exploration and identification are the easiest to acquire. The 

standard user interface is plenty powerful and intuitive in this regard; queries for keywords or 

“tagged” items return organized, collated postings and related pages and accounts. Geographical 

identification is slightly more challenging; however, there is analytic software available to aid in 

monitoring a specific region and the trends, frequent posters, and localized extremist content. 

Looking at these two collection methods, a simplified analogy would be akin to the needle-in-

the-haystack, in which Topic is attributed with finding the hay field, whereas Geographical 

searching can narrow it down to an individual haystack within the field, but there is still a ways 

to go in order to pick out the individual targets hiding in the mass of information. 

 Targeted identification hinges on finding the needles scattered throughout the haystack. 

This level of analysis deals much more on individual psychology and human intelligence. 

Applying these concepts within a social network creates a profile of connections and 

official/unofficial hierarchies to determine a target value and level of importance within the 

group. Seeing as this process is almost entirely digital, it can be automated through analytic 

engines that scour the web for trends and connected accounts. Despite the technologically 

streamlined nature of the identification process, human intuition will remain necessary in this 

area to gather sentiment analysis and credibility information. Should a target be deemed a great 



enough value and threat, action could be taken to disable, block, or delete the account. Whether 

warranted by a breach in a user agreement or a circumstantial instance, there should be a 

framework in place to facilitate the rapid denial of service to that particular account or group of 

accounts.  

 Short of denying availability of accounts or entire social networks, there is another attack 

vector that has excellent potential from a collections and operations standpoint. The anonymity 

of the internet has opened the door for individuals to take on fictional personas in order to 

infiltrate, deceive, and exploit individuals and organizations to devious ends. A fitting example -- 

albeit slightly extraordinary -- is that of a black hat hacker who operated under the alias “Kayla”. 

To anyone who interacted with Kayla online, they would assume that she was a teenage girl; her 

pattern of speech and mannerisms, combined with her self-proclaimed assertions of her gender 

when asked solidified her persona as a happy-go-lucky teenager with a knack for malicious 

computer hacking. Kayla was so successful in her exploits as a member of Anonymous and 

founding member of LulzSec that no one dared to question her capability or identity
8
. 

 On the other side of the computer, however, sat Ryan Ackroyd. A British Army veteran, 

unemployed and living at home with his parents, Ryan immersed himself in his digital world, 

engineering attacks on domains ranging from Sony
9
 to Booz Allen

10
 and the FBI

11
. For several 

years, Ackroyd maintained his alternate identity, using it to effect real changes in both the 

internal command and control structure of Anonymous and LulzSec and the livelihoods of 

business owners and government agencies subject to Kayla’s attacks.  
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 The case of Ryan Ackroyd helps to illustrate the inherent attribution vulnerability that 

exists in the cyber domain at the network level. Contemplate the potential if Ackroyd maintained 

5 or 10 “Kayla’s”, all operating within different circles to build influence in different areas to 

cooperate towards a single agenda. This introduces the concept of online identity incubation.  

 As the majority of social networking sites are free to use, there is nothing stopping 

individuals from creating numerous accounts to be managed under one point of control. Most 

importantly, there are no serious restrictions on the way a profile is framed, or whether or not it 

is legitimately the person as advertised. This builds a new distinction: authentic vs. non-authentic 

identity. Aleks Krotoski of “The Guardian” maintains that “authentic identity is non-anonymous. 

Facebook profiles and Google IDs are tied to a person's real name and real connections, and 

increasingly to their activities across cyberspace. Users are familiar with logging into other 

services using Facebook or Google IDs, forming a single public identity that's an aggregated 

version of their offline past, the online present and their combined future.
12

” With online 

introductions taking places of handshakes, it is not unreasonable to assert that someone with 

enough time and dedication could successfully infiltrate or participate in an insurgency or 

terrorist organization without ever having committed anything besides a friend request. 

 This vulnerability can be leveraged both for human intelligence and for general 

geographic awareness of an area of interest. Simply building on the concepts introduced in 

Section I, these profiles could have the capacity to deliver critical information on enemy 

movements and operations, all without incurring physical risk to the operator. As an added 

benefit, the information being collected would not necessarily have to be requested. Should the 

online persona gain any form of trust or notoriety for providing services or otherwise 
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contributing to the organization, the information may be filtered through that online figure 

without request, thus indicating not only a level of trust that can be leveraged, but also a 

continuous, no-cost source of information. 

 A final capability that these stand-by profiles enable is the ability to create an identity 

which can then be assumed later by a skilled operator to further infiltrate an organization. This 

relies on successful pretexting through social networking and a highly capable operative, but it 

could allow for that person to slip in and out of an area of interest without too much question, for 

the trust and rapport was built much earlier through digital means.  

 

Section III - Proliferate Distrust in the Network 

 

 Successfully communicating through channels such as Twitter, WhatsApp, Kik, and 

Pastebin all share a common obstacle: the username. This crisis of identity – ensuring that people 

are who they say they are – is one which will always plague cyberspace. Once these 

communication baselines have been established, the social network can really begin to come to 

fruition by linking members of a group into a digital meeting space. All insurgencies and terrorist 

organizations need a sanctuary and a place to mass. Social media has allowed for insurgent 

groups to meet physically less frequently, seeing as critical information can be passed 

instantaneously to all of the members with appropriate access to the message. 

The final attack vector is a targeted, slow disruption of service and leak of 

disinformation. This process can take many forms. It can be through impersonation of an official 

entity, or even leaving hints that their communications are being leaked or transcribed to be sent 

off. By injecting a sense of uncertainty into the lexicon, the only responsible course of action by 



the targeted organization would be to forego their cyber-sanctuary and resort to meeting 

physically, or communicating over less-secure channels. Once the group has been pushed out 

from the shadows, it will allow existing capabilities within SIGINT and HUMINT to proceed 

with their collections 

 

Conclusion 

 

 Social networks are prominently featured in everyday life. Families, children, 

businessmen, athletes, celebrities – all use social media to get their news, to connect with friends, 

and to conduct business. It is not without its weaknesses though, as questions arise around 

authentication and privacy, as well as the value of an online identity. Put that into a military 

construct, and there is ample opportunity to generate intelligence and offensive operations 

against an enemy that relies on social media as a command and control network. The purpose of 

this paper is to provide context for the potential threats and vulnerabilities that were outlined as 

options for offensive operations in cyberspace and open source intelligence collections. These 

capabilities are unique in that they do not require a massive force or complex infrastructure to 

drive the operations. Utilizing these processes, it is possible for an operator to conduct human 

intelligence operations, having prepared the battle space through analysis of social media trends 

and building rapport with contacts within an area of interest. These tools are easy to use and will 

prove immensely powerful as lone operators can build better mission profiles for themselves and 

have a lasting impact on an enemy’s command and control structure.  
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